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Overview

OVERVIEW

This document provides a quick reference for configuring the Windows 7 firewall for use with the CardAccess 3000 soft-
ware. This document is intended to be used on a CardAccess 3000 host computer. The settings provided in this document
open all ports, allowing the CardAccess 3000 software to function. If the IT department requires only specific ports to be
opened, it is their responsibility to create all the exceptions and rules. Within this document is a list of all the ports used by
CardAccess 3000 software and the Lantronix network interface unit.

CARDACCESS 3000 TCP/IP PORTS

The following ports are used for the CardAccess 3000 software:

o ECHO Port 7: This port is used by ICMP for Ping Request . This port is also used to keep existing Lines of communi-
cation open.

e 80: This Port is used by the Graphic User interface for the Lantronix device (GUI)
¢ 1433: This port is used by Microsoft SQL Server and MSDE. TCP/IP
¢ 1434: This port is used by Microsoft SQOL and MSDE. UDP. TCP/IP

e 3001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices. The Redi
rector software is not used in this case.

® 9000: This port is used by CICDataServer for broadcasting information to the workstations.
© 9999: This Port is used by the Lantronix Device for the use of the Telnet feature.

e 14001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices using the
Redirector software. Only required for use with Windows NT 4.0 SP6

¢ 1000t1: This port is used by the Trilogy Networx Wireless lock (Gateway listens on this port).

¢ 5001: This port is used by the Trilogy Networx Wireless lock (CardAccess 3000 host listens on this port).
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Firewall Settings In Services/Control Panel

WINDOWS FIREWALL IN SERVICES

1) Right click on COMPUTER. Click MANAGE and then select Services and Applications

the Windows Firewall is Started and set to Automatic as per figure 1.

4 Windows Event Log

Local Service

Local Service

ﬁ:{ Windows Firewall
‘o Windows Font Cac...
Windows Image Ac...

+ Windows Installer

Figure 1.

This servic... Started Automatic
Windows Fi... Started Automatic
Optimizes ..,  Started Automatic (0.,
Provides im... Manual

Adds, modi... Manual

WINDOWS FIREWALL IN CONTROL PANEL

2) In Control Panel, click Windows Firewall (Refer to figure 2).

)

.‘9 = ’_-i = Control Panel = All Control Panel Items -

Adjust your computer's settings

‘P’ Action Center
|3 Click-to-Run Application Manager
% Desktop Gadgets
lv Folder Options
*3 1Internet Opltions
¥ Mouse
8 coBc (32-hit)
E Power Options
& Sound
i Taskbar and Start Menu

B windows Defender

Figure 2.

[+ Administrative Tools
L& color Management
a=4 Device Manager
A Fonts

| =] Java

“r Metwork and Sharing Center
& Parental Contrals
[] Programs and Features
S SoundMAY, AudicESP
[ Troubleshooting

ﬂ‘ Windows Firewall

Local Service
Local Service
Local System
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Windows Firewall

WINDOWS FIREWALL

3) Click Advanced Settings (Refer to figure 3).

e

@"& o= M~ Control Panel ~ AF Conitrol Panel Ttems + Windows Freval

Cantrol Panef Horms Help protect your computer with Windows Fireveall
Bl & program or feature Windows Frewall can help prevent hackers or mabdoos software from galning access to your computer through the
through Windaws Firewal Intemet or & network,

iy Change notification settings How dogs & firewall help protect my computer?

. ) 5 b
B Turn Windows Firewall on or off it e A At

B Restore defauls

B Advanced ssttings

Troweshoot my netes '

Update your Firewall settings

‘\Windows Firewsal is not wsing the recommended i commsnded settings
settings to protect your compuber. Lo i = |

\What are the recommended seitings?

.ﬁ Haome or work (private) networks Conmected _‘j|

| Mebaerks 8t home o wark where you know and frust the people and devices on he nebwork

i Vindowes Firewall state: on
Incoening conneskisns Abaw &l connections that do not have an exception o
bindk the connection
Active home or wark {private]) networks: Bh Netwrk 3
Notification state: Motify me when Windows Firewall biacks a new program

. ga- Public networks Mot Conmected :_“

Metworks i publlc places such 22 airports o coffee shops |

Windows Firewall state: on

Encomieyg connectons: aliow i connectians that donot hayve a2n exception to
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Actve public netwarks: Mone

vaatification state: Moty me when Windows Firewall blocks a new program

See also
Action Center
Metwork and Sharng Center

Figure 3.
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Windows Firewall with Advanced Security

WINDOWS FIREWALL WITH ADVANCED SECURITY

4) Right Click on Windows Firewall with Advanced Security . Select Properties (Refer to figure 4).

+ Windows Firewall with Advanced Security ;IEIEI
File  Action ‘iew Help

T : :
vl Windows Firewall with

E3 Inbound Rules

3 outbound Rules EmatE Eoloycs
Restore Default Policy

all with Advanced Security on Local Computer

Import Policy...

s Firewall with Advanced Security provides netwerk security for Windows computers. =% ImportPolicy...
Dizgnose f Repair 2
| ExportPolicy. ..
View L4
= Restore Default Policy
il rofile Diagnose [ Repair
“rroperies | RS b
)
Help connections that do not match a nule are allowed. ) mamed
'3&.' Outbound connections that do not match a rule are allowed. ’
. | Properties
Private Profile is Active Help

'@i Windows Firewall is on.

'@Z' Inbound connections that do not match a nule are allowed.
'ﬂ Outbound connections that do not match a rule are allowed.
Public Profile

'.5? Windows Firewall is on.

i&.‘ Inbound connections that do not match a nle are allowed.

@" Qutbound connections that do not match a rule are allowed.

m Windows Firewall Properties

Getting Started &

Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are autherticated and
protected by using Intemet Protocol security {IPsec).

m Connection Security Rules

View and create firewall rules

Create firewall nules to allow or block connections to specfied programs or ports. You can also allow a connection only if
it is authenticated, or f it comes from an authorized user, group, or computer. By default, inbound connections are
blocked unless they match a nule that allows them, and outbound connections are allowed unless they match a rule that

blocks them. =
e il | -_'J_l
Figure 4.

Firewall Configuration Guide 7



Domain Profile

DOMAIN PROFILE SETTINGS

5) Click the Domain Profile Tab. Configure as per figure 5).

Firewall State : On (recommended)
Inbound connections: Allow
Outbound connections: Allow (default)

i Windows Firewall with Advanced S RN i e T - Security on Local Computer

£ Inbound Rules

£ Outhound Rules

_'»fi._ Connection Security Rules
& &, Monitoring

Domain Profile
g.’i Windows Firewa

& Inbound connec

'ﬂ Outbound conne

Private Profile
@ Windows Frewa
ﬂ Inbound connec

{?}' Outbound conne

Public Profile
'@ Windows Firewa
"ﬂ Inbound connec

'@' Outhound conne
B Windows Firewa

Getting Started
Authenticate cc

Create connection sai
protected by using Int

i
H Windows Firewall with Advanced Securty provides networl secunity for Windows computers.

Domain Profile | Prvate Profile | Public Profile | 1Psec Setiings

Specify behavior for when & computer is connected to its comporate
domain.

— State

£ F Firewall state: On {recommended)
Inbound connections: |A|Iow "’l

Dutbound connections: Mlow (defau)
Protected network connections: Customize.. |
— Settings
| Specify settings that control Windows

Customize... |

¥— | Firewal behavior,

~Logging

| Specify logging settings for
- troubleshooting.

Customize... |

Leam more about these settings

0K I Cancel Bl

Figure 5.
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Private Profile

PRIVATE PROFILE SETTINGS

6) Click the Private Profile Tab. Configure are per figure 6.

Firewall State : On (recommended)
Inbound connections: Allow
Outbound connections: Allow (default)

[~ . I B
Q\ Fle Action View Help
— === H=
e i Windows Firewall with Advanced S BT e i e T o Security on Local Computer
E Inbound Rules - | —————
Alle ER Outbound Rules
thr By Connection Security Rules ﬁ Windows Firewall with Advanced Securty provides network security for Windows computers.
Hy Chi| @ % Monitoring
: e = =|L
Ia—'il b Overview — 2
 Re Domain Profile. Doman Profie | Pivate Profie | Public Prafil | 1Psec Setiings
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Tra @ Inbound connec — Gt
@ Outbound conne ﬂ Firewall state: |Dn {recommendsad) :I
Private Profile Inbound connections: [ Allow |
'@' Windows Firewa Outhound connections: | Allow (default) ﬂ
& Inbound
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& Outbound conne
Public Profil e
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!C_i Inbound connec
f}' Cutbound conne " Lﬂ_‘a'l_!!ir:*EI
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Getting Started
Authenticate cc Leam more about these settings
Create connection se b
protected by using Int oK Cancal Sl
Figure 6.
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Public Profile

PUBLIC PROFILE SETTINGS

7) Click the Public Profile Tab. Configure are per figure 7.

Firewall State : On (recommended)
Inbound connections: Allow
Outbound connections: Allow (default)

| | Fle Acton View Help
L E
— @ =lE=
e I e Windows Firewall with Advanced Security on Local Computer
5% Inbound Rules _—m—m——
Alle B Outbound Rules &
| thr %4 Connection Security Rules i Windows Firewall with Advanced Securty provides network security for Windows computers.
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Wﬁ__.-' Tur P — = ﬂ
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¥ nbound
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@ Outbound corne
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Figure 7.
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