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OVERVIEW 
 This document provides a quick reference for configuring the Windows 7 firewall for use with the CardAccess 3000 soft-

ware. This document is intended to be used on a CardAccess 3000 host computer. The settings provided in this document 
open all ports, allowing the CardAccess 3000 software to function. If the IT department requires only specific ports to be 
opened, it is their responsibility to create all the exceptions and rules. Within this document is a list of all the ports used by 
CardAccess 3000 software and the Lantronix network interface unit.   

 

 

CARDACCESS 3000 TCP/IP PORTS   

 

The following ports are used for the CardAccess 3000 software: 

 

● ECHO Port 7: This port is used by ICMP for Ping Request . This port is also used to keep existing Lines of communi-
cation open.  

 
• 80: This Port is used by the Graphic User interface for the Lantronix device (GUI)  
 
• 1433: This port is used by Microsoft SQL Server and MSDE. TCP/IP  
 
• 1434: This port is used by Microsoft SQL and MSDE. UDP. TCP/IP  
 
• 3001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices. The Redi
 rector software is not used in this case.  
 
• 9000: This port is used by CICDataServer for broadcasting information to the workstations.  
 
• 9999: This Port is used by the Lantronix Device for the use of the Telnet feature.  
 
• 14001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices using the 
 Redirector software. Only required for use with Windows NT 4.0 SP6  
 
● 10001: This port is used by the Trilogy Networx Wireless lock (Gateway listens on this port). 
 
● 5001:  This port is used by the Trilogy Networx Wireless lock (CardAccess 3000 host listens on this port).  
 
 
 
 
    

Overv iew  
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WINDOWS FIREWALL IN SERVICES 
 

 1) Right click on COMPUTER. Click MANAGE  and then select Services and Applications . Under Services , verify 
the Windows Firewall is Started and set to Automatic  as per figure 1.   

 

 
 
 
 
 
 

Figure 1.  
 
 
 
 

WINDOWS FIREWALL IN CONTROL PANEL 
 
2) In Control Panel, click Windows Firewall (Refer to figure 2).   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 2.  

Fi rew al l  Se t t ings  In  Serv ices /Cont ro l  Pane l  
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Figure 3.  

Window s F i rew al l  

WINDOWS FIREWALL  
 
3) Click Advanced Settings (Refer to figure 3).   
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Window s F i rew al l  w i th  Advanced Secur i t y  
  

WINDOWS FIREWALL WITH ADVANCED SECURITY 
 
4) Right Click on Windows Firewall with Advanced Security . Select Properties  (Refer to figure 4).   

 
 
 
 

Figure 4.  
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     Figure 5.  
 

Domain  Pro f i le  

DOMAIN PROFILE SETTINGS 
 
5) Click the Domain Profile Tab. Configure as per figure 5).   
 
Firewall State : On (recommended) 
Inbound connections: Allow 
Outbound connections: Allow (default) 
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Figure 6. 

Pr iva te  Pro f i le   

PRIVATE PROFILE SETTINGS 
 
6) Click the Private Profile Tab. Configure are per figure 6.   
 
Firewall State : On (recommended) 
Inbound connections: Allow 
Outbound connections: Allow (default) 
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Figure 7.  

Public Profile  

PUBLIC PROFILE SETTINGS 
 
7) Click the Public Profile Tab. Configure are per figure 7.   
 
Firewall State : On (recommended) 
Inbound connections: Allow 
Outbound connections: Allow (default) 


