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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note will provide you with a basic summary of the 

advanced feature noted on the cover page. In some cases, you must 
customize the feature for your specific application.  
 

2) Before programming any advanced features, verify all the basic components 
of CA3000 are programmed. Verify the CardAccess 3000 software is 
functioning properly (refer to the V2.7 Quick Start Programming Guide). 

 
3)  If possible, always refer to the Continental Access website 

(www.cicaccess.com  click Support/click Document Library) for the latest 
documentation. The released CD may not have the most recent 
documentation. 

 
4) Panels must be running firmware version 3.x or higher for the ability to use 

advanced features.  
 

5) The document is written for V2.7.x. Do not reference this document for 
V2.6.x. The functionality of threat level management has changed from V2.6 
to V2.7.  
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Threat Level Management 

This feature provides you with five states of threat level management. It enables 
managers to more quickly react to present threats, by instantly deactivating access 
privileges via a mouse click.  

 

  
 

Configuring threat level management 

Follow the steps below:  
 

 
 

1) On the main menu, click System/System Settings. Refer to figure 1. 
 

 
 

 
Figure 1. 
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2) Click the Badges tab. Enable Category Counters. Refer to figure 2. 
 

Figure 2. 
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3) Click the Threat Level Management tab. Refer to figure 3.  
 

 
Figure 3. 

 
4) Configure the Threat Level Management screen as per figure 3. As 

previously noted, you have five states of threat level management. We 
will only use two levels for our example. Click Edit and change the 
Lockout Group Names. Change Deny Group 1 to Directors. Change 
Deny Group 2 to Managers. Under the Category column, rename 
Category 1 to Directors and Category 2 to Managers. Select Terminate 
Free Access for both groups. After all the changes are made, click Save 
and Close. 
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CREATING BADGES AND CONFIGURING CATEGORY 
COUNTER ASSIGNMENTS (refer to step 5)  

 

 
Figure 4. 
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Figure 5. 
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5) For this example, configure a total of three badges. Configure the first 
badge with a category of Directors (refer to figure 4).  Create the second 
badge with a category of Managers (refer to figure 5). Create one badge 
without category assignments. 

 
 
 
TESTING BADGES PRIOR TO ACTIVATING THREAT LEVEL 
LOCKOUT 
 

6) Swipe the three badges at a reader and verify all three badges display 
Badge Valid (refer to figure 6).   Swipe the badge with the Directors 
category first. Swipe the badge with the Managers category second and 
then the badge with no categories third.   

 

Figure 6. 
 
 
 
 
 
 
ACTIVATING THREAT LEVEL MANAGEMENT 
 
VERY IMPORTANT: Only one threat level can be activated at any time. If 
you activate a threat level, any other threat level that is activated, will be 
deactivated.  
 
 

 -  Padlock represents threat level is not activated. 
 

 - Key represents threat level is activated. 
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7) Click Lockdown Control/Threat Level Control. Before activating, 
verify the Directors group is currently not activated (padlock displayed).  
Refer to figure 7. Click Activate: Directors.  

 

 
Figure 7. 
 
 
 
 
 

8) A confirmation screen will display. Refer to figure 8. Click OK.  
 

 
Figure 8. 
 
 
Verify the Directors group was successfully activated (Key displayed). Refer to 
figure 9. 
 

 
Figure 9. 
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After the Threat Level is activated, a system alert will display. Refer to figure 
10. 
 

Figure 10. 
 
VERY IMPORTANT: If Free Access is active on any readers, Free Access 
will End. 
 
 
 
 
TESTING THREAT LEVEL LOCKOUT   
 
 
 

9) Swipe the badges again in the order noted above. Verify the Directors 
badge displays Badge Valid. Verify the other two badges display Badge 
Violate Lockout. Refer to figure 11.  

 
 

Figure 11. 
 
Note: The only badges that will gain access is the badge with the Directors 
category assigned to it.  
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 DEACTIVATING AN ACTIVATED THREAT LEVEL   

 
10) Click Lockdown Control/Threat level Control. Click Deactivate: 

Directors. Refer to figure 12.  
 
 

 
Figure 12. 
 
 
 
 
 
 
A confirmation screen will display. Refer to figure 13. Click OK.  
 

 
Figure 13. 
 
 
 
After the Lockdown is deactivated, a system alert will display. Refer to figure 
14. 
 

Figure 14. 
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VERY IMPORTANT: If Free Access was previously ended by activating a 
threat level, Free Access will start again.   
 
 
 

11) After the threat level is deactivated, swipe all three badges in the same 
order again. All three badges should gain access again and display Badge 
Valid. 

 
 
 
 
 
 
 
This completes the Threat Level Lockdown function.  


